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1 Introduction 
1.1 We expect all of our people and other users of ICT, including all digital devices, to 

follow best practice when using our resources. 

1.2 All users must protect their passwords and these passwords should remain confidential 
to the user. 

1.3 Mobile communication equipment, such as laptops, mobile phones etc., supplied by 
the Academy must only be used by the Academy’s employees for Academy business 
purposes.   

1.4 Any use of facilities which breaches this policy (including the above) may result in 
disciplinary action and if illegal activity is suspected, it may be reported to the 
appropriate authorities.   

1.5 We take the Internet to include web pages and web services, chat rooms, bulletin 
boards, newsgroups, peer-to-peer file sharing and instant messaging. 

1.6 Under no circumstances, should there be any technological or digital conduct between 
employees’ own devices and private student devices (if in doubt, employees must refer 
to their line manager).  If ever there is a clear need for mobile communication with 
students, for example for trips, fixtures, an Academy device should be use.  Failure to 
comply with this will be regarded as gross misconduct. 

 
2 Email 
2.1 We encourage our people to use email when it is the best form of communication and 

supports our aims.  Email communications will be monitored to detect policy breaches 
and for other reasons such as security, child protection or effective network 
management. 

2.2 We may restrict the use of email at any time. 

2.3 Our email accounts are to be used for our business.  A limited amount of personal use 
is also acceptable.  However our resources may not be used to access third party 
personal webmail accounts such as Hotmail, GoogleMail and YahooMail. 

2.4 Our email may not be used in the pursuit of private business activities, and should not 
be used to promote, recommend or endorse any private business without 
authorisation. 

2.5 Emails sent by our people are a form of corporate communication and should be 
drafted with at least as much care as letters.  No-one should claim to represent the 
Academy, our policy or procedure, or enter into binding agreements on our behalf 
without authorisation. 

2.6 Email is not always the best means of communicating information.  In particular, email 
should not be used: 

i. for long discursive messages, where speaking or writing to the recipient would be 
more appropriate; 

ii. to circulate unsolicited or ‘chain’ messages; 
iii. to forward or to reply to spam messages; 

“A secure site and buildings and a caring pastoral environment will help all 
students to stay safe….  The Academy will also bring global learning settings 
within easy reach through digital technologies.”  [Academy Vision Statement] 
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iv. for messages with sensitive, emotional or offensive content; 
v. to transmit confidential or copyright material without authorisation; 
vi. where the content of the message, any previous messages that are included with 

it or any attachments may imply discrimination, harassment, or defamation 
towards the recipient or any third party; 

2.7 Good practice includes: 

i. keeping emails brief and using meaningful subject lines;  
ii. taking care when replying to emails sent or copied to a group to ensure that those 

who need to receive a copy of the reply are included; 
iii. copying emails only to those who need to receive a copy; 
iv. re-reading messages before sending to check for clarity and legibility; 
v. avoiding unnecessary use of the “urgent” flag. 

2.8 Saved email messages and attachments consume valuable data storage space.  After 
a period of time, we may delete old files as part of normal housekeeping procedures.  
Good practice includes: 

i. keeping email messages short and avoiding unnecessary use of attachments; 
ii. using file compression when sending large or multiple attachments, or sending 

them using an alternative method; 
iii. emptying the “deleted items” folder regularly; 
iv. deleting messages that are no longer needed; 
v. archiving effectively by using folders for storage.  

2.9 We reserve the right to delete or redirect users’ email at any time for legitimate 
purposes.  If they cease to have or use one of our email accounts, users are 
responsible for informing their personal email correspondents. 

 
3 Internet 
3.1 We encourage our people to use the Internet when it supports our aims.  Internet use 

will be monitored to detect policy breaches and for other reasons such as security, 
child protection or effective network management. The Internet has emerging online 
spaces and social networks, which allow individuals to publish unmediated content.  
There are potential risks associated with using social networking sites or personal 
publishing either professionally with students or personally.  It is important for our 
people to consider the material they post, ensuring profiles are secured and to realise 
publishing unsuitable material may affect professional status. 

3.2 We may restrict use of the Internet at any time. 

3.3 Our resources are to be used to access the internet for our business.  A limited 
amount of personal use is also acceptable provided it does not interfere with, detract 
from or hinder use of the resources for our business. 

3.4 The following Internet use is not permitted; if it occurs unintentionally and in good faith, 
it should be reported to a member of the Academy’s ICT team without delay: 

i. visiting sites that include obscene, hateful or otherwise objectionable content; 
ii. making or posting indecent, racist or sexist comments, proposals, jokes or other 

materials on the Internet; 
iii. uploading, downloading or otherwise transmitting commercial software or any 

copyrighted materials belonging to third parties unless permitted as part of a 
commercial agreement or other such licence; 

iv. downloading software or electronic files that avoid our virus detection  or firewall 
software; 

v. interfering with the normal operation of our ICT facilities, including the propagation 
of computer viruses and sustained high volume network traffic that materially 
hinders others in their use of the network; 

vi. monitoring network traffic without authorisation; 
vii. scanning devices connected to the network without authorisation. 

3.5 All Internet use is subject to routine automatic screening, filtering and monitoring, and 
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may be subject to further detailed investigation and disciplinary action if appropriate.   
 

4 Monitoring, Evaluation and Review 
4.1 The policy will be promoted and published throughout the Academy.  

4.2 The Governing Body will review it within two years and assess its implementation and 
effectiveness.   

 
5 Other associated policies 

 
5.1 This policy is associated with the following: 
 
i Staff Disciplinary Procedure 
ii Child Protection Policy 
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